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One of the purposes of this document is to offer a common risk language to help establish proper context for various risk-related issues facing the corporation.

Risk-related terms may be viewed in this document as falling into two major categories:  Basic Definitions and Risk Categories/Risk Components.  Each term is color-coded as described below according to its reference category.  Additional highlighting is used to classify certain other terms – e.g., bibliographical references, pending (tbd) items, etc.  The chart below lists the color-coded terms.
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Notes:
1. The first time a Basic Definition or Risk Category/Risk Component is included in a paragraph it is bolded (except Risk Components) and colored green or brown; subsequent appearances appear in regular color.
2.
Items presently considered as “to be determined” are generally – but not exclusively - related to open questions regarding organizational structure.  After such issues are decided, the text will be changed to regular color.
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Enterprise Risk Management Program

Section 1

Structure, Alignment and Fundamentals
I. Purpose
The Enterprise Risk Management Program (ERMP) is intended to provide guidance to (COMPANY) Business Units, Operating Companies, Entities, Departments, Functions, etc. in the development and implementation of an Enterprise Risk Management Program in accordance with the COMPANY Enterprise Risk Management Program Policy, XXXXX. The ERMP takes into account the Committee of Sponsoring Organizations of the Treadway Commission’s (COSO) Framework document entitled “Enterprise Risk Management – Integrated Framework”, as well as other published framework documents to assist in developing a basis for understanding enterprise risk management (ERM) concepts, benefits and limitations.
II. Applicability and Scope

The ERMP is relevant to all COMPANY business functions and should be applied at every level of the corporation.  Accordingly, distinctions in this ERMP document between the corporation and/or its “operating segments” (business unit, operating company, entity, department, function, etc.) will not generally be made.  Use of the capitalized word “Enterprise” will refer to any or all levels of the corporation, thus enabling application of ERM concepts from the individual operating segment’s perspective.  When necessary for clarification or other purposes, specific organizational distinctions will be made.
III. Distribution
This is not a classified document and internal general distribution should be encouraged.  The ERMP should not be released to outside entities, either public or private, without prior written approval of the Enterprise Risk Management Department (ERMD).
IV. Authorities
The ERMP is the responsibility of the ERMD with reporting responsibility to the Chief Executive Officer.  Close functional coordination of goals, objectives, monitoring and progress of the program is maintained through the Audit Committee of the COMPANY Board of Directors.

The ERMD is responsible for the day-to-day operation of the program.

The Enterprise Risk Management Committee (ERMC) serves as the review and guidance authority responsible for overseeing the successful incorporation of ERM principles and activities into the business processes of the corporation.  Specific obligations of the ERMC are identified in the committee charter (tbd).

Each of the responsible parties is defined and functions according to the COMPANY Enterprise Risk Management Program Policy, XXXXXX.

V. References
1. Enterprise Risk Management Framework, Committee of Sponsoring Organizations of the Treadway Commission, September, 2004
2. Australia/New Zealand ERM Framework, AS/NZ4360, August, 2004
3. UK ERM Framework Standard, October, 2004
4. COMPANY Enterprise Risk Management Framework (draft), November, 2004
5. COMPANY Development of Key Risk Drivers, August, 2005
6. COMPANY Top Five Risks, December, 2005
7. COMPANY Enterprise Risk Management Program Policy, XXXX, XXXX
8. COMPANY Enterprise Risk Management Advisory Committee, charter document, XXXX, XXXX
9. COMPANY Strategic Planning Document, EAD’s, etc.?
VI. Implementation of ERM Policy

It is the policy of COMPANY to maintain a formal ERMP that is designed to be an integral part of the ongoing strategic and operational activities of the corporation.  Accordingly, the policy is intended to implement a program that minimizes vulnerabilities and exploits opportunities by employing a systematic process of Risk Identification, Risk Assessment, Risk Response and Risk Monitoring.  These actions are intended to be employed throughout the corporation and incorporated into as many operational activities as reasonably practical.

Assessments of Risk generally demonstrate that the most probable or frequent events are less severe than events which occur less often but are much more severe.  Accordingly, ERM planning must encompass a full range of Risk scenarios that are regularly maintained.
The ERM plan:

1. ensures the availability and preparedness of a core team that effectively addresses the risk management needs of the Enterprise,
2. obtains early and solid executive sponsorship,
3. is implemented with a project management system that can assign responsibilities, consistently communicate and coordinate with leadership and confirm expectations and enterprise-wide changes,
4. ensures that a current-state assessment is maintained and available,
5. ensures that a Risk Vision defines objectives, aligns Risk Appetite and strategy, enhances risk decisions, identifies and manages enterprise-wide Risks, seizes opportunities and improves deployment of capital,
6. assists in development of ERM capabilities by helping to define roles and responsibilities, modifications to the organizational model, policies, processes, methodologies, tools, techniques, information flows and technologies,
7. implements and sustains COMPANY’s ERM deployment plans, training sessions, reinforcement and monitoring mechanisms and
8. ensures the continuing review and strengthening of ERM capabilities as part of an ongoing management process.
VII. Basic Definitions

1. Risk Philosophy:
· By realizing that Risk and Risk Control is everyone’s job, the Enterprise will proactively identify Risk.
· The ERMP provides the Enterprise with the tools and capabilities to develop solutions that will enable it to reduce vulnerabilities.
· The ERMP allows the Enterprise to identify risk mitigation activities and to anticipate and act on potential, risky opportunities.
· COMPANY’s reference to “integrity” in its mission statement is a principal key to successful implementation of the ERMP.  Incorporating enterprise risk management considerations into daily business practices will ensure COMPANY’s core values and highest ethical standards are reinforced.
2.
Enterprise Risk Management Program (ERMP):
The ERMP ensures that a coherent and consolidated methodology is documented and implemented to enable COMPANY to realize the advantages associated with the integrated management of Risk Events at an enterprise level.  This is accomplished through the development of plans, comprehensive procedures and standardized provisions for Risk Identification, Risk Assessment, Risk Response, guidance and Risk Monitoring goals.
3.
COSO Framework:
The Committee of Sponsoring Organizations of the Treadway Commission (COSO) initiated a project to develop a conceptually sound framework providing integrated principles and guidance supporting entities’ programs to develop or benchmark their enterprise risk management process.  Key elements include the explanation of underlying principles of enterprise risk management, as well as benefits, limitations, roles and responsibilities of various parties.
4.
Sarbanes-Oxley:
The implementation of the COSO framework should be viewed with a long-term implementation perspective.  The emphasis on control in Sarbanes-Oxley legislation is primarily focused on financial reporting.  However, there are additional aspects of risk management that go beyond internal controls and are rooted in the strategy setting activities of the corporation, as well as Enterprise management analysis of Risk Appetite and Risk Tolerance necessary to pursue the objectives of the Enterprise.
The COSO ERM Framework document is broader than internal control.  It requires that: (a) ERM consider Risks during strategy setting; (b) Enterprise management form a view of how much Risk the organization is prepared to accept; and (c) ERM be done outside of silos by taking a Portfolio View of Risks.
Much of the internal control focus is on a single aspect of internal control – i.e., internal controls over financial reporting for Sarbanes-Oxley section 404.  This is distinct from reporting on risk management.

5.
Strategic Planning Process:
Within the context of COMPANY’s established mission, Enterprise management establishes strategic goals, selects strategy and sets objectives for the organization.  This process is categorized as follows:
· Strategic – high-level goals aligned with and supporting the mission
· Operations – efficient and effective use of resources
· Reporting – reliability of reporting
· Compliance – satisfying requirements of applicable laws/regulations.
The categorization of objectives in this manner allows a focus on separate aspects of ERM recognizing that distinct but overlapping categories may be the direct responsibility of different executives.  The categorization also allows distinctions to be made between the expectations associated with each category of objectives.
6.
Critical Risk Categories:
During Risk Identification and Risk Assessment, the use of a Risk Algorithm helps to prioritize current and anticipated Risks into levels of importance.  Specific Risks can be combined into similar categories to simplify the assessment process and identify related issues that may be of an enterprise nature.  Risks of lower priority can be relegated to receive less attention, while high-risk (critical) issues can be focused on more quickly for Enterprise management action.
7.
Risk Picture:
The term represents an enterprise-wide compilation of Risk Events and the associated operating environment that serves to guide Enterprise management in its decisions about desired risk management actions.  It contains elements of the Risk Vision, Risk Appetite, Risk Events, Risk Responses and Risk Controls.
8.
Risk Vision:
The ERMC develops a vision that sets out how ERM will be used and integrated within the corporation.  The Risk Vision discusses how COMPANY, as well as its operating segments, will focus its ERM efforts on aligning Risk Appetite and strategy, enhancing Risk Response decisions, identifying and managing cross-enterprise Risks, exploiting opportunities and assisting with determining the most efficient use of capital.
9.
Risk Appetite*:
The term considers broadly the levels of Risks that the Enterprise is prepared to accept.
10.
Risk Tolerance*:
The term establishes acceptable levels of variation around objectives.

*
Operating within Risk Tolerances provides greater assurance that the Enterprise operates within its Risk Appetite which, in turn, provides a higher degree of comfort that the Enterprise will achieve its objectives.
11.
Risk Correlation:
The term represents the process of associating similar Risk Events into a consolidated risk management strategy to ensure enterprise-wide application of Risk Assessment and Risk Response actions.
12.
Risk Event:
Any situation, issue, opportunity or potentially adverse occurrence that can be identified, assessed and responded to within the COMPANY ERM framework.
13.
Risk:
Risks are uncertain future events, business decisions or initiatives that could influence the Enterprise’s ability to achieve its objectives.  For purposes of clarity and to establish context, Risk is viewed in three distinct senses:
· Risk as exposure – referring to the potential negative events such as financial loss, fraud or a lawsuit resulting in financial or reputation downside.  In this context, ERM seeks to reduce the probability of a negative event without incurring excessive costs.
· Risk as uncertainty – referring to the distribution of all possible outcomes, both positive and negative.  In this context, ERM seeks to reduce the variance between anticipated outcomes and actual results.
· Risk as opportunity – recognizes that there is a relationship between Risk and return.  The greater the Risk, the greater the potential return and necessarily, the greater the potential for loss.  In this context, ERM seeks techniques that will assist in maximizing the upside within the constraints of the current operating environment.
COMPANY faces many Risks and has options in how it may respond.  In order to ensure Risk Response strategies are comprehensive, it is important that all three views of Risks be taken into account when selecting such strategies.

VIII. Background
ERM is effective when it helps protect and enhance the Enterprise’s viability by minimizing exposure, reducing uncertainty and maximizing opportunity.  A disciplined approach to ERM will help ensure strategic efforts are not diminished through avoidable loss as a result of change or uncertainty and will also harness an ability to seize emerging opportunities.
ERM is an anticipatory, proactive process that becomes a key part of strategy, operations and planning.  The intent of COMPANY’s ERM framework is to:
· provide a common Business Risk language to help overcome varying risk perceptions across the corporation;

· guide the Enterprise in achieving a better understanding of its Critical Risks;

· contribute to the development of risk awareness in decision making; and

· provide a consistent means with which Business Risks may be identified and assessed, resulting in value creation.

COMPANY has recognized the need for enterprise-wide risk management that is customized for its size, culture, industries and approach to conducting business.

This COMPANY risk management process document directs the content, structure and implementation of enterprise-wide participation in the ERMP.  Authority is derived from the COMPANY Enterprise Risk Management Program Policy, XXXXX and includes or parallels other planning efforts within the corporation including:
· Business Continuity planning,
· Strategic planning,
· Functional business planning,
· Internal Audit plans and
· Capital and expense budgets.

ERM provides a strategic, unifying direction for COMPANY to identify, evaluate, respond and measure the effectiveness of proactive actions taken to mitigate negative impacts to the corporation and facilitate the exploitation of business opportunities.

IX. Objectives
The ERMP ultimately determines the effectiveness of COMPANY’s ability to assess, measure, monitor and report on the Risk undertaken by the Enterprise and to ensure that management of those Risks is in line with COMPANY’s overall strategic objectives.  To ensure effectiveness, the COMPANY ERM framework embraces a number of risk management best practices including:

· a Board of Directors and Audit Committee that is ultimately responsible for approving COMPANY’s ERM framework, key policies and related oversight,
· an ERM team responsible for facilitating the implementation of the Risk Vision and defining the corporation’s risk management policies and
· Business Unit heads that retain authority and responsibility for day-to-day management and reporting of Risks within their areas of responsibility.
Figure 1 outlines the COMPANY model and organizational structure for ERM.
X. Responsibilities
The following outlines high-level accountabilities for enterprise risk management at COMPANY:

1.
COMPANY Board of Directors – Audit Committee

a. Ultimately responsible for approving the COMPANY ERM framework and key risk management policies.
b. Ensures that management is complying with risk management policies.
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2. Management Policy Committee (MPC) / CEO

a. Responsible for the development, refinement and implementation of the enterprise risk management program at COMPANY.
b. Develops and provides a strong environment to facilitate sound and prudent risk-taking and risk-managing activities.
c. Establishes acceptable Risk Tolerance limits for the corporation.
d. Ensures Risks are fully considered in the development of long-term strategies and plans.
e. Collectively accountable for a comprehensive view of COMPANY’s Risk Profile.
3. ERMD
a. Provides leadership and guidance to the organization in respect of the ERMP.
b. Approves policies, frameworks, methodologies and tools for the Business Units in Risk Identification, Risk Assessment, Risk Response and Risk Monitoring.
c. Accepts Board-delegated authority to approve selected policies and decisions brought by the Business Units with respect to ERM.
d. [Oversees] development of Business Unit risk limits and targets, monitors activities with respect to such limits and targets and recommends corrective action where appropriate.
e. Develops and implements enterprise-wide risk reporting for the MPC and COMPANY Board of Directors.
f. Ensures consistent application of the COMPANY ERM framework and methodologies.
4.
ERM Support Team

a. Responsible to provide the ERMC with accurate and timely risk information.
b. Supports the development and implementation of detailed risk limits and methodologies within the Business Units.
c. Monitors actual risk positions against the approved limits and targets and escalates items as appropriate.
d. Ensures risk standards, measures and methodologies are consistently applied.
e. Provides assurance that risk-taking and risk-managing activities are conducted in a manner consistent with external requirements and internal risk management policies.
f. Provides input to the organization on development of risk management best practices.
g. Develops and implements the ERMP in consultation with staff and other stakeholders.
h. Consults with risk owners and staff to provide recommendations, guidance and tools to facilitate and coordinate the Risk Identification and mitigation activities.
i. Coordinates, assists and follows up on mitigation actions.
j. Educates and communicates the ERM process.
k. Provides risk reports to the ERMC.
l. Assists in the development, implementation and testing of the corporation’s business impact analyses and crisis management plans.
5.
Business Units
a.
Determines risk-taking limits and targets for the respective Business Unit within the policies and guidelines established by the ERMC.
b.
Establishes risk management processes tailored for the Business Unit.
c.
Assumes responsibility for the risk-taking and risk-managing decisions in the performance of activities of the Business Unit.
d.
Applies the COMPANY ERM framework and methodologies to ensure all

Enterprise Risks are appropriately identified, assessed, managed, reported and monitored.
e.
Provides the ERMC with complete and accurate reports regarding the nature and extent of Risks impacting the Business Unit.

6.
Business Unit Risk Champions
a.
Primary responsibility is to provide a strong link between the ERMC and Business Unit.  Joint accountability is to the Business Unit and Chair of the ERMC.
b.
Ensures consistency between the COMPANY ERM framework and standards and the risk management methodologies employed by the Business Unit.
c.
Provides the ERMC with the information required to facilitate the aggregation, monitoring and reporting of the Business Unit’s Risk Profile.

Within the above context, persons selected by the Business Units as Risk Champions will have the relevant experience, knowledge, skills and attributes necessary to perform the role.
XI. ERM Process Alignment
1.
Alignment with planning, execution and measurement

COMPANY’s ERM framework is designed to help the corporation meet its objectives through the alignment of mission and vision with day-to-day activities of the organization.  The integration with planning, day-to-day operations and measurement processes is illustrated in Figure 2.
2.
Mission and Vision

The mission and vision represents the starting point for setting the overall priorities of the organization.  They establish the direction for COMPANY’s future and provide focus for the core operations of the business.  Both the vision and mission are approved by the COMPANY Board and broadly communicated throughout the organization.


Periodically, the Enterprise will evaluate its mission and vision and the Risk Process will be an important component of this evaluation.  Risks, including potential threats to achievement of mission and vision as well as opportunities for gain will be identified and assessed.  The Enterprise will consider these Risks in determining the nature and extent of its own business strategy.
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3.
Strategic Objectives
With the mission and vision defined, COMPANY will make regular decisions that involve balancing the needs of stakeholders, Risks and opportunities.  Strategic objectives will be established that take this balancing process into account.
COMPANY will set specific performance targets for each strategic objective.  The risks to the achievement of each objective will be identified and assessed.  In prioritizing these Risks, both the relative importance of the respective objectives and the potential impact of each Risk will be considered.
COMPANY’s response to key Risks will be addressed in the business plans of each Business Unit.  The performance measurement process will be integrated and consider the key Risks and selected Risk Response strategies in determining the targets to be established for each business objective.
4.
Business Unit Plans
Business Unit plans set out actions required to make strategic objectives and selected Risk Responses a part of daily operations.  These plans become the basis for setting the day-to-day priorities of the Business Unit and should help facilitate appropriate direction to its operating segments.  The Risk Process (Figure 3) at this stage is engaged to identify specific Risks to achieving the objectives for the Business Unit.  This is a generalized process model that represents the major components and interaction sites associated with the Risk Process.
While both internal and external factors pose risks to daily operations, the Risk Process at this level should also consider the risks of delivering on expectations to support COMPANY’s mission and strategic initiatives.
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5.
Day-to-Day Operations
An ongoing application of the Risk Process in response to internal and external factors affecting operations enables the Enterprise to identify, assess and respond to Risks within their direct areas of responsibility.  It also allows for faster Risk Identification requiring broader responses by the organization.  Risks requiring a broader response should be communicated to Risk Champions or others with specific risk management responsibilities, as well as the ERMC.

6.
Application of the Risk Process
The Risk Process integrates the mission and vision setting with the establishment of strategic objectives, development of business plans and execution of operations on a day-to-day basis.
The Risk Process presented in Figure 3 is a guidance tool recognizing that for any process to be effective, it must be tailored to the unique business requirements and culture of the Enterprise.
The Risk Process provides a continuous means with which to validate objectives, identify Risks and develop and implement appropriate Risk Responses.
The ERM staff will provide a center of competency for the Risk Process and assist in its application to ensure a common and consistent approach across the corporation.

a.
Risk Identification
The first step in Risk Identification is to clearly identify the key business objectives to which the Risk Process will be applied.  Next, the exposures, uncertainties and opportunities that relate to these objectives must be identified.  The findings of this assessment provide the basis for the framework and will require continuous evaluation and updating.
To assist in identification and to ensure consistent categorization, a list of COMPANY Business Risks appears in paragraph II of Section 2.
Where Risks have been previously identified, this step will consist of confirming completeness with special consideration for changes in the business or operating environment.

b.
Risk Algorithm
Once Risks have been identified, they must be profiled and analyzed so that an appropriate Risk Response and action plan can be developed.
Risks are to be profiled and prioritized on an ongoing basis to focus attention on the areas in which a response action is appropriate.  Risks are characterized by:
· Severity – the impact from insignificant (low) to catastrophic (high) of the potential occurrence on the achievement of objectives; and
· Probability – the likelihood from rare (low) to almost certain (high) of the occurrence in the current environment.

The Enterprise will employ a standardized risk assessment algorithm in an attempt to associate a quantitative methodology to an inherently qualitative process.  As such, risk management actions are based as much on experience, insight, intuition and perceptions as they are on specific numerical measurements found in traditional cost/benefit analysis.  The COMPANY Risk Algorithm is based on the compilation of objective Risks and inherent Risks as moderated by known Risk Controls.
Specifically, assignment of Importance (an assessment of a degree of criticality) multiplied by Urgency (an estimate of the time-critical nature of the Risk Event) results in a product of Objective Risk.
Coinciding with the above expression is the assignment of Likelihood (the probability of the occurrence of the Risk Event) multiplied by the Impact assessment (the projected severity of the Risk Event) resulting in Inherent Risk.
Combined, the product of Objective Risk and Inherent Risk represents the measure of Gross Risk.
Gross Risk is moderated by a progressive appraisal of the effectiveness of Risk Controls that may reduce the Gross Risk.  When the Gross Risk is reduced by a factor representing Risk Controls, the result is Residual Risk.  This measure represents an approximated quantitative measure of the potential impact of a given Risk Event on the operations of the Enterprise.  The formula is represented subsequently:
((Importance * Urgency) * (Likelihood * Impact)) / Risk Controls = Residual Risk
Or reduced to factors:
(Objective Risk) * (Inherent Risk) = (Gross Risk) / Risk Controls = Residual Risk
Or in notation,
 

[image: image4], where
Rλt = Objective Risk, RρS = Inherent Risk and Rγ = Risk Controls.
The Risks will be prioritized based on a combination of the relative importance of the business objectives to which the Risks relate and the profile of each Risk relative to other identified Risks.  
A comprehensive analysis of the Risk must be performed to determine causal factors, such as personnel, process and technology, as well as the primary cause.  This will necessitate a thorough understanding of the environment in which the objectives are set.
For each Risk Category, specific Risk Drivers (symptoms, indicators) are used to monitor the current state of the Category.  The summation of Impact and Likelihood provides the Risk Rating which represents the state of each particular Risk Category.  The matrix appearing in Figure 4.1 illustrates the relationship between Impact and Likelihood:
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Explanations associated with the terms appearing in Figure 4.1 are provided as Figure 4.2.

c.
Risk Response
Once Risks have been analyzed, categorized and linked to specific objectives, Risk Responses can be developed to minimize unacceptable risk and maximize opportunity.
COMPANY recognizes the following Risk Response options:

· Accept the Risk – acceptance of Risk within prescribed limits;
· Avoid the Risk – not undertaking the activity;
· Reduce the Risk – invest in Risk Control mechanisms; and
· Transfer the Risk – cede or share the Risk with others.
The selected Risk Response should be specific to the business circumstances considering the business mission, Risk Vision, costs, Risk Appetite and Risk Tolerance levels.  Significant Risks in excess of the Enterprise’s Risk Tolerance level must be escalated to the ERMC and senior management.
Once a Risk Response strategy has been formulated, an ERM action plan must be developed and implemented.  These action plans may be captured in strategic initiatives, various Enterprise plans or individual performance objectives.

When developing the action plans, ERM support functions (Figure 1) will help ensure they are aligned with corporate policies, limits/targets and authorities.  Also, action plans should be supported by time-related deliverables with clear assignments of responsibility and accountability.
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Figure 4.2 – Risk Matrix (Explanations)
d.
Risk Monitoring
Performance relative to the risk management action plans should be monitored on an ongoing basis.  This is accomplished through the establishment and monitoring of objective- and risk-related performance targets.
Personnel accountable for the achievement of objectives should periodically assess the state of Risks and communicate the results to Risk Champions or others with enterprise-wide risk management responsibilities.
7.
Business Unit Long-Term Planning Guidance
Business Units should develop and maintain their ERM planning processes using a multi-year strategy and program management plan.  The plan should outline the process the Business Unit will follow to designate essential functions and resources, define short- and long-term goals and objectives and to establish planning milestones.  Specifically, risk management plans must be designed to accomplish the following:
· ensure the Business Unit is prepared to identify and respond to their unique Business Risks;
· assure the Business Unit is prepared to take actions to support corporate objectives;
· provide a means of information coordination to the MPC to ensure Risks of an enterprise nature are coordinated between Business Units, externally to other organizations and to all identified critical contacts;
· serve as the risk expert on their Business Risks and environment in which they operate;
· provide timely direction, management and coordination to senior managers, Business Unit leadership, other organizations and other critical contacts before, during and after a Risk Event or upon notification of a credible threat; and
· facilitate the return of business operations to normal operating conditions as soon as practical based on circumstances and the threat environment.
Enterprise Risk Management Program

Section 2

Risk Categories and Components

I. Impact on the Internal Environment
The internal environment of the Enterprise influences how strategies and objectives are established, business activities are structured and Risks are identified, assessed and acted upon.  The internal environment also influences the design and functioning of Risk Control activities, information and communication systems and monitoring functions.
The internal environment is ultimately affected by the Enterprise’s history and culture.  Many elements comprise the internal environment of the Enterprise, such as ethical values, competencies and development of personnel, the Risk Philosophy and how Enterprise management assigns authority and responsibility to manage Risks.
II. Business Risks

It is recognized that many Business Risks discussed throughout this section may already be mitigated and monitored to the extent they reside in or are followed by particular functional units throughout the corporation.  However, an important element of the ERMP is the necessity for a consistent statement of Business Risks to which the Enterprise is subject.  This section identifies, categorizes and develops a working definition of Risks the Enterprise may be exposed to through the businesses in which it is involved, products and services it offers and decisions and Risk Response actions taken.  
It is also important to note that Business Risks may overlap in terms of categories to which they are assigned, as well as across functional areas.  In addition, both downside and upside issues may be interrelated.  Nevertheless and in order to facilitate conduct of the Risk Process, Risks are divided into the following categories.  Note that within each category, a number of specific Risks has been identified and defined.

1.
Risk Category:  Asset (related) Risks
a.
Sub-category:  Asset Risk

Asset Risks pertain to assets held or controlled.  Examples include unplanned or unforeseen inventory obsolescence and property or real estate devaluation.
b.
Sub-Category:  Liability Risk
Liability Risks pertain to liabilities, debts or obligations of the Enterprise.  Examples included unplanned or unforeseen debt obligations.
c.
Sub-Category:  Positions Risk
Positions Risks involve the net consideration of the assets and liabilities and the impact they exert on each other.  The Positions Risks include:

(1)
Component:  Liquidity Risk
Funds will not be available to honor all cash flow commitments as they become due without the forced sale of assets or incurring higher than normal market costs.
(2)
Component:  Concentration Risk
Financial loss due to excessive concentration of investments or operations in a single category of investments or in a specific geographic location.
(3)
Component:  Asset Mix Risk

Developing a deficiency as a consequence of inappropriate overall composition of the investment assets relative to the committed liabilities.
d.
Sub-Category:  Supplier Risk
Failure of a supplier to provide goods or services as contracted, including technology support, data and processing.
e.
Sub-Category:  Business Model Risk
The business model defining how the Enterprise operates is inappropriate to meet its strategic objectives.  The business model includes how the Enterprise is structured, how decisions are made, how information flows within the organization and how internal and external resources are utilized.
f.
Sub-category:  Business Climate/Operating Environment Risk
Unexpected changes in how the various industries or target segments in which the Enterprise operates are viewed by customers or how uncontrollable outside forces (e.g., government intervention, regulation) will change the existing operating environment.
g.
Sub-category:  Pricing Risk
Financial loss from inappropriate or unacceptable pricing.  Contributing factors may include insufficient or incorrect market research, faulty pricing/bidding assumptions or methods, inaccurate rate case development, competitive considerations and the sales and marketing approach.  Inadequate consideration to changes in the Business Climate/Operating Environment Risk may also affect the Pricing Risk.
h.
Sub-category:  Uncontrollable Events Risk
Risk Events that take place beyond the ability of the Enterprise to prevent or control.  This includes acts of God, war or terrorism.
i.
Sub-category:  Cyclical Risk
Unexpected, long-term changes in cyclical patterns.
j.
Sub-category:  Seasonal Risk
Unexpected, long-term changes in seasonal patterns.
k.
Sub-category:  Weather Risk
Unexpected, short-term changes in weather resulting in increased or decreased supply and demand.
2.
Risk Category:  Financial and Investment Risks
a.
Sub-category:  Capital Management Risk
The provision of adequate capital provides an important component of the safety net for a variety of Risks to which the Enterprise is exposed in the conduct of its business operations.  COMPANY and certain of its Business Units must meet minimum capital requirement targets set by regulators in each of its geographical locations.  Rating agencies also monitor COMPANY’s capital adequacy.
b.
Sub-category:  Economic Risk
Financial decisions that exceed estimated amounts or costs with respect to inaccurate or inappropriate assumptions about prices, wages, costs and rates of return.
c.
Sub-category:  Market Risk
Financial loss resulting from changes to the market values of asset or liability portfolios.  Market Risk refers to:
(1)
Component:  Interest Rate Risk
Adverse change in interest rates resulting in a reduction in interest income, both from investments as well as loans.
(2)
Component:  Foreign Exchange Risk
Adverse change in foreign exchange rates versus foreign currency liabilities (as applicable).
d.
Sub-category:  Retained Earnings Risk
Financial loss as a result of retained earnings not being available when needed due to adverse economic conditions or when opportunities arise for growth.  Retained earnings must be available to support new businesses, strengthen inadequate reserves and provide contingencies.
3.
Risk Category:  Operational Risks
a.
Sub-category:  Organizational Structure Risk
Financial loss due to the failure of the Enterprise to effectively organize its resources.  Resources include personnel, tools, systems, information and premises.  Inappropriate organizational structure or lack of effective Risk Controls may also result in fraudulent activity.
b.
Sub-category:  Personnel Risk
Breakdowns in the competencies and capacity of human resources involved in the operations of the Enterprise.
(1)
Component:  Employee Risk
Financial loss due to the actions or inactions of employees.  Employee Risk may arise due to positions being filled by personnel who do not have sufficient qualifications, lack of integrity, dedication, enthusiasm, creativity or team cooperation.

(2)
Component:  Employee Retention Risk
Inability to develop and maintain a satisfied and productive workforce committed to the Enterprise’s values and mission through factors such as inappropriate recruitment practices or reward systems and inadequate training.
(3)
Component:  Performance Management Risk
Inappropriate or inadequate processes associated with employee performance evaluations, reward systems or other factors leading to the ineffective use of personnel resources.

(4)
Component:  Recruitment Risk
Inappropriate or inadequate processes associated with identification, attraction and selection of qualified individuals or selection of employee status (e.g., full-time, part-time, contract) to meet the resource requirements of the Enterprise.

(5)
Component:  Employment Practices Risk
Failure of the Enterprise’s employment policies and practices with respect to pay equity, termination, harassment or discrimination.

(6)
Component:  Succession Risk
Failure to train, develop or match employees with the appropriate combination of knowledge, skills and attributes necessary for specific jobs in the future.
(7)
Component:  Development Risk
Failure to train or develop employees to be effective in their current jobs.

(8)
Component:  Succession Planning Risk
Undue reliance on key personnel without adequate replacement plans.  The Risk is exacerbated to the extent of the Enterprise’s ability to retain institutional knowledge in the event of employee departures.

(9)
Component:  Employee Outsourcing Risk
Inappropriate selection, setting of expectations and monitoring of external service providers.
(10)
Component:  Employee/Workforce Behavior Risk
Failure of employees to adhere to the Enterprise’s employment policies and practices including pay equity, termination, harassment or discrimination resulting from lack of adherence to corporate values and interpersonal challenges stemming from lack of respect, fairness, trust and dignity.

(11)
Component:  Process Risk
Inefficient processing, recording or reporting of transactions or administrative/financial processes.  Process Risk may arise due to human errors in execution, complexity of products/services and the corresponding inability for existing systems and processes to cater to them, inadequate legal documentation or high volume of errors, omissions or discrepancies.  Inaccurate or incomplete transaction processing may result in poor business decisions, financial loss or reputation loss.  It may also result in errors in reporting to regulators, consumers, clients, taxpayers or other stakeholders.  Risk Responses may require additional resources to correct or provide financial compensation for errors and/or overcome reputation damages.
(12)
Component:  Transaction Integrity and Control Risk
Loss or forgone opportunity resulting from transactions that are not properly authorized and processed in a complete, accurate and timely manner.

(13)
Component:  Design Risk
Inadequate, overly complex or inappropriately designed processes that fail to achieve desired outcomes and result in financial or non-financial liability to the Enterprise.
(14)
Component:  Internal Control Risk
Inadequate or inappropriately designed practices and/or procedures resulting from inadequate communication or non-compliance.
(15)
Component:  Decision Model Risk
Inappropriate or lack of timely decisions predicated on reliance on incomplete, inaccurate or outdated models and information used in the decision-making process.

(16)
Component:  Information Risk
Reliance on incorrect, unreliable or missing data and/or information resulting in poor business decisions, fines or damages to the Enterprise’s reputation.

(17)
Component:  Credit Management Risk
Financial loss arising from inadequate or inappropriate credit policies and procedures or the failure to carry out policies or procedures regarding credit and credit management.

(18)
Component:  Management Information Risk
Financial or non-financial transactions that may be recorded or reported inaccurately, incompletely or at an incorrect value, the result of which may produce poor business decisions, penalties or damage to the Enterprise’s reputation.
(19)
Component:  Physical Security Risk
Failure to adequately protect staff and property and the property of others.
(20)
Component:  Project Management Risk
Inadequate attention to the requirements for efficient and cost-effective execution of projects.
c.
Sub-category:  Technology Risk
Ineffectiveness, unreliability, unavailability or incapability of technology and telecommunications to meet the Enterprise’s business needs, including susceptibility to unauthorized access or damage.
(1)
Component:  Technology Infrastructure Risk
Failure to establish adequate information technology infrastructure capacity, stability or the use of outdated technology that either does not meet the Enterprise’s business needs or does not allow maximization of its potential.
(2)
Component:  Systems Development Risk
Inadequate or inappropriate new or existing systems technology that is incapable of handling current or anticipated transaction volume as well as meeting user expectations.  These Risks may include choosing the wrong systems, poor systems development, change management or security.  Losses may manifest as inability to meet customer demands, timeliness issues, incorrect data or calculations upon which decisions are made and impediments to efficient and timely recovery of accounts receivable, loans, etc.

(3)
Component:  Technology Security & Control Risk
Loss or foregone opportunity associated with failures regarding authentication of users, data confidentiality or maintenance of systems integrity in support of the business applications.
(4)
Component:  Malicious Code / Virus Protection Risk
Damage resulting from viruses or malicious internal or external network attacks.
(5)
Component:  Systems Design Risk
A system or function does not meet the needs of the customer or stakeholder with respect to performance and/or functionality of design.
(6)
Component:  Information Security Risk
Inability to protect the Enterprise’s information assets and property of clients with which it has been entrusted.
(7)
Component:  Systems Support Risk
Inadequate or incorrect support of business applications, hardware, telecommunications issues or contingency planning.

d.
Sub-category:  Corporate Risk
(1)
Component:  Legal and Regulatory Risk
Inadequate or incorrect knowledge or application of laws and regulations governing the operations of the Enterprise.  Legal Risk is produced as a result of non-compliance with laws and regulations resulting from the absence of documentation supporting the Enterprise’s compliance or the failure to comply with contract terms.  Regulatory Risk refers to financial loss associated with an actual or perceived contravention of laws, regulations or accepted practices.

(i)
Aspect:  Fiduciary Risk
Non-compliance or failure to prudently respond in the context of regulations or the actions of regulatory bodies.
(ii)
Aspect:  Contracts Risk
Ambiguity, errors and omissions in legal contracts resulting in inadequate protection of the interests and assets of the Enterprise or expose it and/or the corporation to the possibility of claims.
(iii)
Aspect:  Political Risk
Government mandates that are received which do not align with the Enterprise’s strategies and objectives.
(iv)
Aspect:  Litigation Risk
Actions that may result in litigation resulting from inappropriate, negligent or illegal activities of the Enterprise.

(2)
Component:  Business Continuity Risk
Internal or external factors that result in business interruption or failure and restrict the Enterprise’s ability to meet business obligations or to manage risk.
(i)
Aspect:  Disaster Risk
Financial or other loss as a result of large scale Risk Events such as natural disasters, civil unrest or collapse of financial markets.  Disasters may involve temporary delays or extended delays from storm catastrophes or asset destruction.
(3)
Component:  Crime Risk
Internal or external fraud, breach of data security, robbery, extortion, vandalism and other activities such as money laundering.  Losses may occur to property or person, prosecution costs and reputation damage.
(4)
Component:  Strategic Risk
Financial loss or missed earnings potential from inappropriate business decisions or improper implementation of decisions.
(i)
Aspect:  Resilience Risk
Inadequate or inappropriate management practices such as reliance on single supply sources or not ensuring the business recovery arrangements are in place following predicted Risk Events.  Losses may arise from temporary or expanded operational lapses.
(ii)
Aspect:  Governance Risk
Inappropriate decisions or inaction with respect to the exercising of rights over assets or investments for which the Enterprise has governance or oversight responsibilities.
(iii)
Aspect:  Communication Risk
Ineffective or untimely disclosure or establishment of stakeholder expectations.
(5)
Component:  Reputation Risk
Adverse public opinion or media regarding COMPANY or one of its operating segments.
(i) 
Aspect:  Ethics Risk
Failure of management, employees or agents of the Enterprise to meet the corporation’s standards of ethical conduct including breach of customer confidentiality and leading to actions including lawsuits and reputation damage.
(ii)
Aspect:  Confidentiality Risk
Real or perceived breach of client confidentiality that may result in lawsuits and reputation damage.
(iii)
Aspect:  Customer Service Risk
Failure to meet customer expectations with respect to accuracy, completeness, promptness, convenience or professionalism that may result in lawsuits and reputation damage.
(6)
Component:  Stakeholder Management Risk
Ineffective management of any individual, group, organization or project that is able to affect, be affected by or believe it might be affected or influenced by a decision or activity.
(7)
Component:  Diversification Risk
Significant or imprudent concentration on or with any single or connected counterparty, geographic region or industry.
(8)
Component:  Bankruptcy Risk
Existing or planned bankruptcy that may force COMPANY to modify its Risk Appetite and affect its ability to secure capital for growth and operating needs.  Bankruptcy Risk will also affect various Legal Risks and Operational Risks.
(9) Component:  Environmental Risk
Financial and/or reputation loss due to an actual or perceived contravention of environmental laws, regulations or accepted practices.
Enterprise Risk Management Program

Section 3
ERM Implementation Guidelines

I. Objective Setting
Setting objectives is a precondition to Risk Identification, Risk Assessment and Risk Response.

1.
Strategic Objectives
These are the high-level goals and must be aligned with and supportive of COMPANY’s mission and vision.  Strategic Objectives ultimately reflect the COMPANY Board’s choice regarding how the corporation will seek to create value for its stakeholders.  In considering alternative ways to achieve Strategic Objectives, COMPANY management should identify Risks associated with a range of strategy choices and implications.
2.
Related Objectives
Once Strategic Objectives are established in conjunction with the Business Units, Related Objectives can be determined by the Enterprise that applies the Strategic Objectives throughout the corporation.
The establishment of Related Objectives enables identification of critical success factors that represent the key things that must go right if goals are to be attained.  Critical success factors assist in identification of performance measurement criteria.
Related Objectives must be readily understood and measurable.  Effective management of enterprise Risks requires that personnel at all levels have an understanding of objectives as they relate to the individual’s sphere of influence.  All employees must have a mutual understanding of what is to be accomplished and a means of measuring the level of accomplishment.
a.
Categories of Related Objectives
Despite the diversity of objectives across the Enterprise, certain broad categories may be established:
(1)
Operations Objectives
Pertains to the effectiveness and efficiency of operations, including performance and profitability goals and safeguarding of resources against loss.  Operations Objectives will vary based on Enterprise management’s choices about structure and performance.
Includes related sub-objectives for operations that are directed at enhancing operating effectiveness and efficiency in moving the Enterprise towards its goals.  Operations Objectives must reflect the business and economic environment in which the Enterprise functions and also be relevant to regulatory pressures pertaining to quality, cost and technology.  In the construction segments, this may also refer to quality of products, procurement and service delivery efficiencies.
Enterprise management must ensure Operations Objectives reflect operating realities as well as market demands and are expressed in terms that allow meaningful performance measurements.  A clear set of Operations Objectives, linked to sub-objectives, is fundamental to success.  They provide a focal point for directing allocated resources.  If Operations Objectives are not clearly stated or well conceived, resources may be misdirected.
(2)
Reporting Objectives
Refers to the reliability of reporting.  Includes internal and external reporting and may involve financial and non-financial information.
Reliable reporting provides accurate and complete information appropriate for use in making decisions and monitoring activities and performance.  Examples include results of marketing programs, production quality, Great Place to Work® and customer satisfaction results, etc.  Internal reporting also relates to reports prepared for external dissemination such as financial statements and footnote disclosures, MD&A, reports filed with regulatory agencies, and so on.
(3)
Compliance Objectives
Pertains to adherence to relevant laws and regulations.  These are dependent on external factors and will tend to be similar across all related operating segments in some cases and entire industry groups in others.
The Enterprise endeavors to conduct its activities in accordance with relevant laws and regulations.  Requirements may relate to markets, pricing, taxes, environment, employee welfare and interstate trade.  Applicable laws and regulations establish minimum standards of behavior that are integrated into the Enterprise’s Compliance Objectives.  The compliance record of the Enterprise can significantly impact its reputation in a given community and/or entire marketplace.  The record may also impact other operating segments or even COMPANY as a whole.
As one might expect, certain of the Related Objectives will follow a specific industry segment.  For example, Montana-Dakota submits information to energy regulatory agencies and, as part of a publicly traded company, files information with securities regulators.  Such externally imposed requirements are established by law or regulation and fall into the reporting or compliance categories or in the example, both.
Conversely, other objectives, as well as those identified for internal management reporting, are based more on preferences, judgments and management style.  They will vary widely throughout the corporation.  Accordingly, no one formulation of objectives is optimal for everyone.
b.
Sub-Categories of Objectives
The various categories of objectives are established as part of the common risk language constituting a key element of the COMPANY ERM framework and thus facilitate development of a common understanding and communication of relevant risk-related issues.  Categorization will be useful in the preparation and analysis of objectives to break these into sub-categories to enable a clearer focus on narrower topics.  This helps the participants in the effort to stay within the context of the COMPANY ERM framework while allowing effective communications on specific subsets of categories.
(1)
Selected Objectives
Objectives must be selected that not only support COMPANY’s mission and vision, but also align with the corporation’s and Business Unit’s Risk Appetite.  Misalignment may result in accepting too much risk or not accepting enough to achieve objectives.  The ERMP does not attempt to dictate which objectives should be chosen by the Enterprise but rather, ensure that a sufficient process is in place that aligns strategic objectives with the mission.
(i)
Risk Appetite
The MPC, with oversight by the Board, holds responsibility for establishment of the corporation’s Risk Appetite.  The Risk Appetite provides a key guidepost in strategy setting.  It may be viewed in different ways depending on overall objectives.  For example, expressions of Risk Appetite might focus on an acceptable balance of growth, risk and return or risk-adjusted shareholder value-added measures.
Each Business Unit should determine its own Risk Appetite that falls within the context and limits of the corporation’s Risk Appetite.  Operating segments within each Business Unit should determine and manage their Risks according to their Business Unit’s Risk Appetite.
In all cases, there must be a relationship between Risk Appetite and strategy.  A variety of strategies can be developed to achieve desired growth and return goals, each with a corresponding set of Risks.  When applied in a strategy setting, ERM provides the information to assist the Enterprise in selecting strategies that are consistent with the Enterprise’s Risk Appetite.
Risk Appetite is reflected in strategy development throughout the corporation which, in turn, provides guidance for resource allocation.  The MPC and COMPANY Board allocate resources across Business Units in consideration of the corporation’s overall Risk Appetite and individual Business Unit’s strategic plans to generate a desired return on invested resources.  Enterprise management looks to align the organization, people, processes and infrastructure to facilitate successful implementation of a strategy that stays within its Risk Appetite.
(ii)
Risk Tolerances
Risk Tolerances can best be measured in the same units as the Related Objectives.  Performance measures should be used to help ensure actual results will fall within accepted Risk Tolerances.  The setting of Risk Tolerances should take into account the relative importance of the Related Objectives in order to align them with the Enterprise’s Risk Appetite.
(iii)
Identification of Risk Events
Risk Events may have a positive or negative impact, or both.  In Risk Identification, the Enterprise recognizes that uncertainties exist but does not know whether or when a Risk Event will occur or its precise impact if it does occur.  Enterprise management initially considers a range of potential Risk Events stemming from both internal and external sources without necessarily focusing on whether the impact is positive or negative.  In this way, management identifies not only potential Risk Events with a negative impact, but also those representing opportunities to be pursued.
(a)
Risk Identification
COMPANY’s Risk Identification methodology is comprised of a combination of techniques, together with supporting tools.  Suggestions on implementation include the use of interactive group workshops, individual interviews, automated questionnaires and incorporation of empirical data whenever possible or practical.
Risk Identification techniques must look both to the past and the future.  Techniques focusing on past events and trends consider such matters as payment default histories, changes in commodity prices and lost-time accidents.  Techniques that focus on future events consider matters like shifting demographics, new market conditions and competitor or regulatory actions.  Techniques will also vary according to how and where they might be used throughout the corporation.  Enterprise planners should attempt to focus on detailed data analysis and create a bottom-up view of potential Risk Events, as well as developing a top-down perspective.
(b)
Interrelationship of Risk Events
Obviously, Risk Events do not occur in isolation.  One event can trigger another and events may happen concurrently.  In Risk Identification, there must be an understanding of how Risk Events relate to one another.  By assessing these relationships, one can determine where Risk Response efforts are best directed.
(c)
Risk Categorization
Potential Risk Events should be grouped into Risk Categories.  By aggregating Risk Events horizontally across the corporation or Business Unit and vertically within Business Units, a better understanding of relationships between Risk Events can be developed that will provide better information as a basis for Risk Assessment.  Categorization also allows consideration of the completeness of the Risk Identification efforts.
(iv)
Risk Assessment
External and internal factors influence which Risk Events may occur and to what extent they may affect the Enterprise’s objectives.  Although some factors are common to companies in COMPANY’s various industries, the resulting Risk Events may be unique to COMPANY because of the corporation’s established objectives and past choices.  In Risk Assessment, Enterprise management considers the mix of potential relevant Risk Events and activities that may occur in the future in the context of matters that shape the Enterprise’s Risk Profile – such as size, complexity of operations and the degree of regulation over its activities.
Both expected and unexpected Risk Events should be considered in Risk Assessment.  There may be the complacent assumption that such Risk Events are routine and already addressed in management programs and operating budgets, but this will not always be the case.  Enterprise management must assess the risk of unexpected potential Risk Events and, if it has not already done so, include as well the expected Risk Events that may have a significant impact on the business.
Although the term “risk assessment” is often used in connection with a one-time or aperiodic activity, in the context of enterprise risk management the Risk Assessment component should be viewed as a continuous and iterative interplay of actions that take place throughout the Enterprise.
(a)
Inherent and Residual Risk
Enterprise management should consider both Inherent Risk and Residual Risk.  Inherent Risk should be viewed as the Risk resulting from the absence of actions that might be taken to alter either the Risk’s Likelihood or Impact.  Residual Risk is the Risk that remains after Enterprise management’s Risk Responses have been implemented.  Risk Assessment is first applied to Inherent Risks.  Once Risk Responses have been developed, then Residual Risks should be considered.
(b)
Likelihood and Impact
Determining how much attention should be given to assessing the array of Risks faced by the Enterprise is a difficult challenge.  Risks with a low probability of occurrence and significant potential impact demand considerable attention.  Circumstances that fall in between these extremes usually require difficult judgments to be made.  It is important that the analysis be rational and carefully conducted.  The time horizon used to assess Risks should be consistent with the related strategy and objectives.  Because many strategies and objectives focus on short- to mid-term time horizons, Enterprise management naturally focuses on Risks associated with such time frames.  However, some aspects of strategic direction and objectives extend to the longer term.  As a result, the Enterprise must strive to become and remain cognizant of the longer timeframes and not ignore longer-term Risks.
(c)
Qualitative and Quantitative Techniques
The Risk Assessment methodology comprises a combination of qualitative and quantitative techniques.
Qualitative techniques are often used where Risks do not lend themselves to quantification or there is insufficient, credible data or when obtaining or analyzing such data is not cost-effective.  
Quantitative techniques typically bring more precision and are used in complex activities to supplement qualitative techniques.  Quantitative techniques are most relevant for use with known exposures that possess the frequency and variability conducive to forecasting and analysis.  Such techniques might include benchmarking, stochastic- and non-stochastic models.
(v)
Risk Response

· Risk acceptance – No action is taken to affect Likelihood or Impact of the Risk.
· Risk avoidance – Exiting the activities giving rise to the Risk.  Risk avoidance may involve exiting a product line, declining expansion to a new market, removing a service, selling an operating segment, etc.
· Risk reduction/mitigation – Action is taken to reduce Likelihood or Impact, or both.  This may involve a myriad of issues with respect to daily business decisions.
· Risk transfer – Reducing Likelihood or Impact by transferring or otherwise sharing a portion of the Risk may involve the use of insurance, contract modifications, engaging in hedging transaction, outsourcing, etc.

(a)
Potential Responses
For many Risks, appropriate Risk Response options are obvious and well accepted.  For example, a typical response option might be implementation of a business continuity plan (BCP) in the case of the loss of availability of computer systems.  For other Risks, available options may not be readily apparent and require investigation and analysis.  For instance, Risk Response options relative to mitigating the effects of loss of an operating company trade name might require specific market research and analysis.  In determining the appropriate Risk Response, Enterprise management should consider the following:
· Effects of potential Risk Responses on Likelihood and Impact – and which response options align with the Enterprise’s Risk Tolerances,
· Costs versus benefits of potential Risk Responses,
· Possible opportunities to achieve Enterprise objectives beyond or in lieu of having to deal with the specific Risk and
· For significant Risks, the Enterprise should consider potential Risk Responses from a range of response options.  This provides depth to the response selection and offers a challenge to the status quo.
(b)
Costs versus Benefits
Resources invariably have constraints and the relative costs and benefits of alternative Risk Response options must be considered.  Cost and benefit measurements are made with varying levels of precision.  Generally, it is easier to deal with the cost side of the equation since it usually fairly quantifiable.  All direct costs associated with instituting a response and indirect costs where practically measurable can usually be considered.  It may also be necessary to incorporate opportunity costs or relevant variations associated with the use of resources into the mix.
In some cases, however, it is difficult to quantify the costs of Risk Response.  For example, challenges in quantification may arise in estimating time and effort associated with the response in the case of capturing market intelligence on evolving customer preferences, competitor’s activities or other externally generated information.
The benefit side often involves even more subjective valuation.  In many cases, however, the benefit of a Risk Response can be evaluated in the context of the benefit associated with the achievement of the Related Objective.
When considering cost-benefit relationships, looking at Risks as being interrelated allows Enterprise management to pool its Risk reduction and Risk transfer responses.
(c)
Portfolio View of Risks
Enterprise risk management requires that risk be considered from an enterprise-wide – or portfolio – perspective.  Enterprise management typically takes an approach in which risk is first considered for each Business Unit, Operating Company, Department or Function with the responsible manager developing a composite assessment of Risks for the operating segment that reflects its own Residual Risk Profile relative to its objectives and Risk Tolerances.
With a view of Risks applicable to particular operating segments, Enterprise management is well positioned to take a portfolio view and determine whether the Enterprise’s Residual Risk Profile is commensurate with its Risk Appetite relative to its objectives.  Risks in different operating segments may fall within the Risk Tolerances of those segments but, when taken together, might exceed the Risk Appetite of the corporation as a whole.  In such cases additional or different Risk Responses may be needed to bring the Risk within COMPANY’s Risk Appetite.  Conversely, some Risks may naturally offset others such that the overall Risk remains within COMPANY’s Risk Appetite, obviating the need for a different or additional Risk Response.
A Portfolio View of Risk can be depicted in a variety of ways.  A portfolio view may be gained by focusing on major Risks or Risk Event categories across the Enterprise using a metric such as capital at risk.  Composite measures are particularly useful when measuring Risk against objectives stated in terms of earnings, growth and other performance measures – sometimes relative to allocated or available capital.  Such portfolio view measures can provide information useful in reallocating capital across Business Units and modifying strategic direction.  Enterprise management should use common Risk Event categories to capture Risks across its operating segments.  It should then develop graphics showing – by category and operating segment – the Risk’s Likelihood in terms of frequency on a time horizon and the relative impacts on earnings.  The result is a composite – or portfolio – view of Risk faced by the Enterprise with Enterprise management and ultimately the Board positioned to consider the nature, Likelihood, relative size of Risks and how they may affect the corporation’s earnings.
(vi)
Risk Control Activities
Risk Control activities are policies and procedures representing the actions of people to implement the ERMP directly or through application of technology to help ensure that Enterprise management’s Risk Responses are implemented.  Risk Control activities can be categorized based on the nature of the Enterprise’s objectives to which they relate:  Strategic, Operations, Reporting and Compliance.  Although some Risk Control activities relate solely to one of these categories, there often is overlap.  Depending on the circumstances, a particular Risk Control activity could help satisfy objectives in more than one of the categories.  For example, certain Operations controls can also help ensure reliable Reporting, while Risk Control activities can serve to effect Compliance, and so on.
(a)
Integration with Risk Response
Once Risk Responses are selected, Enterprise management identifies Risk Control activities needed to help ensure that Risk Responses are carried out accurately and timely.  To reduce Likelihood and Impact of a Risk, Enterprise management might, for example, establish buying histories of existing customers and undertake new market research initiatives.  Risk Responses resulting from the effort would serve as focal points for establishment of Risk Control activities such as tracking the progress of development of customer buying histories versus delivery timetables and taking steps to ensure the accuracy of reported data, etc.  In this way, Risk Control activities can be built directly into the management process.
(b)
Risk Control Activities as a Risk Response
While Risk Control activities generally are established to ensure Risk Responses are appropriately carried out, the Risk Control activities themselves may serve as the Risk Response with respect to certain objectives.  For instance and with respect to the objective of ensuring that specified transactions are properly authorized, the Risk Response will likely be the Risk Control activities involving segregation of duties and approvals by supervisory personnel.
Just as selection of Risk Responses considers both their appropriateness as well as remaining, Residual Risk, the selection or review of Risk Control activities should include consideration of their relevance and appropriateness to the Risk Response and Related Objective.  This may be accomplished by separate consideration of the propriety of the Risk Control activities or by considering Residual Risk in the context of both the Risk Response and related Risk Control activities.
Risk Control activities represent an important part of the process by which the Enterprise achieves its business objectives.  Such activities are not performed simply for their own sake or because it seems to be the “right” thing to do.  Risk Control activities should serve as mechanisms for managing the achievement of that objective.
Different types of Risk Control categories are suggested, including Preventative, Detective, Manual, Computer and Management Controls.  These Risk Control activities may also be cast according to specified Risk Control objectives such as ensuring completeness and accuracy of data processing.
(vii)
Information and Communication – Technology Risk
(a)
Strategic and Integrated Systems
The design of an information systems architecture and acquisition of technology are important aspects of COMPANY’s strategy and choices regarding technology can be critical to achieving objectives.  Decisions about technology selection and implementation (e.g., COMPANY Shared Services) depend on many factors including organizational goals, marketplace needs and competitive requirements.  While information systems are fundamental to effective enterprise risk management, risk management techniques can assist in making technology decisions.  Information systems have long been designed and used to support business strategy.  This role becomes critical as business needs change and technology creates new opportunities for strategic advantage.  In some cases, changes in technology have reduced the advantage gained in initial deployment, driving a new strategic direction.
(b)
Integration with Operations
Information systems often are fully integrated into certain aspects of operations.  Web and web-based systems are common.  These applications facilitate access to information previously trapped in functional silos, making it available for widespread use throughout the Enterprise.  In some of COMPANY’s resource applications, transactions are recorded and tracked in real time, enabling managers to immediately access financial and operating information more effectively to control business activities.  To support effective enterprise risk management, both historical and current data need to be captured and used.  Historical data allows the Enterprise to track actual performance against targets, plans and expectations.  They provide insights into performance under varying conditions, allowing managers to identify Risk Correlations and trends, as well as forecast future performance.  Historical data can also provide early warning of potential Risk Events that warrant attention.  Present or current-state data allows determination of whether the Enterprise is remaining within established Risk Tolerances and assists Enterprise management in taking a real-time view of existing Risks within a process or function and to identify variations from expectations.
(c)
Timeliness of Information
The information infrastructure sources and captures data in a timeframe and amount of detail consistent with the need to identify, assess and respond to Risk, as well as remain within Risk Tolerances.  Timeliness of information flow must be consistent with the rate of change in the Enterprise’s internal and external environments.
(d)
Communicating the Information
While inherent in information systems, communication must extend to dealing with expectations, responsibilities of individuals/groups and other important matters.
· Internal
Enterprise management provides specific and directed communication that addresses behavioral expectations and the responsibilities of personnel.  This includes a clear statement of the Enterprise’s Risk Philosophy and approach, as well as clear delegation of authority.  Communication about processes and procedures will align with and underpin the Enterprise’s desired culture.  All personnel, particularly those with important operating or financial management responsibilities, receive a clear message from top management that enterprise risk management must be taken seriously.  Both the clarity of the message and effectiveness with which it is communicated is important.  Front-line employees who deal with critical operating issues on a daily basis are often in the best position to recognize problems as they emerge; and communications channels should ensure personnel can communicate risk-based information across Business Units, processes or functional silos, as well as upstream.
It is important that personnel understand that there will be no reprisals for reporting relevant information.  A clear message is sent through the existence of mechanisms – such as Ethics Point® - that encourage employees to report suspected violations of the COMPANY business code of conduct and treatment of reporting personnel.  A relevant and comprehensive code of conduct, coupled with employee training sessions and ongoing corporate communications and feedback mechanisms, along with the proper example set by actions of Enterprise management, will reinforce such important messages.  Among the most important critical communications channels is that between top management and the COMPANY Board.  Enterprise management must keep the Board up-to-date on performance, risk and the functioning of ERM and other relevant events or issues.
· External
Appropriate communications to and with external parties are important.  Open external communication channels will help ensure customers and suppliers are able to provide significant input on the design or quality of the Enterprise’s products or services, enabling it to address evolving issues or customer preferences.  Obviously, customer or supplier complaints about work quality or other issues often points to operational problems and, in extreme cases, even to potentially fraudulent or other improper practices.  Enterprise management should be ready to recognize the implications of such circumstances and investigate and take necessary corrective actions that focus on financial Reporting and Compliance, as well as Operations Objectives.
Communications to stakeholders including regulators, financial analysts and other external parties provides information relative to their needs so they may readily understand the circumstances and Risks faced by COMPANY.  Such communications should be meaningful, pertinent, timely and conform to legal and regulatory requirements.
(viii)
Risk Monitoring
Risk Monitoring may be done through ongoing activities or separate evaluations.  ERM mechanisms should be structured to monitor themselves on an ongoing basis, at least to a practicable degree.  The greater the degree of Risk Monitoring that takes place, the less there will be a need for separate evaluations.  The frequency of separate evaluations necessary for Enterprise management to have reasonable assurance about the effectiveness of ERM is a matter of judgment.  In making that determination, consideration should be given to the nature and degree of changes occurring and their associated Risks, the competence and experience of the personnel implementing Risk Responses and related Risk Controls, as well as the results of ongoing Risk Monitoring.  A combination of continuous or regular monitoring, formal audits and separate evaluations will ensure the COMPANY’s ERMP maintains its effectiveness over time.
(a)
Ongoing Risk Monitoring

Continuous or regular Risk Monitoring activities generally are performed by operating or functional support managers at the line level, usually in the form of giving thoughtful consideration to the implications of the information they receive.  By focusing on relationships, inconsistencies or other relevant implications, managers raise issues and follow up with other personnel as necessary to determine whether corrective or other action is necessary.  Ongoing Risk Monitoring activities are differentiated from activities performed per requirements of a policy in a business process.  For example, approvals of transactions, reconciliations of account balances and verifying the accuracy of changes to master files performed as required steps in information systems or accounting processes are best defined as Risk Control activities.
(b)
Separate Evaluations
While ongoing Risk Monitoring procedures usually provide important feedback on the effectiveness of other enterprise risk management components, it may be useful on occasion to take a fresh look that focuses directly on ERM effectiveness.  This also provides an opportunity to consider the continued effectiveness of ongoing Risk Monitoring procedures.  Deficiencies in the Enterprise’s management of enterprise Risks may surface from many sources, including ongoing Risk Monitoring procedures, separate evaluations and external parties.  A deficiency is a condition within ERM worthy of attention that may represent a perceived, potential or actual shortcoming or an opportunity to strengthen ERM to increase the likelihood that the Enterprise’s objectives will be achieved.
II. Integration with Existing Business Processes
1.
Strategic planning

The library of Risk Identification, Risk Assessment and Risk Responses should be used to provide input into the capital budget, expense budget and long-range planning processes.

2.
Business continuity


The Enterprise’s Business Continuity Plan (BCP) should be considered a key Risk Response strategy and tested and used to the fullest extent possible to reduce the potential impact of unpredictable incidences affecting the corporation’s operational and financial utility.
3.
Annual audit plans


During development of the corporation’s annual audit plan, assessment objectives should be incorporated that evaluate how well ERM and BCP responsibilities are being met.  This would include appropriate training for internal auditors to help facilitate the process.
4.
Capital and expense budgeting


Standardized use of Risk Identification and Risk Assessment tools should be encouraged in prioritization of annual budgeting needs.  Sometimes an identifiable Risk is submitted as the basis for a funding request.  If the use of standardized Risk Assessment tools helps support the justification for funding, the request may be received with greater credibility as the justification and budgets requests will match up with strategic and functional planning processes that identify and prioritize objectives.
5.
Links to outside organizations and associations


Energy and construction industry members, risk management associations and business continuity groups provide helpful sources of information, benchmarking, solution identification and research capabilities.  In addition, relationships with governmental entities and educational institutions serve to help cultivate potential partners that, in turn, enhance and strengthen the capabilities of COMPANY’s ERMP.
III. Annual Enterprise Risk Management Plan
1.
Annual Program Review

2.
Integration with the Strategic Planning Process

3.
Integration with the Annual Audit Plan

4.
Risk Identification, Risk Assessment, Risk Response
5.
Risk Monitoring, Risk Reporting
6.
Ongoing activities


a.
ERMC


b.
Training


c.
Business Continuity Program

[image: image7.emf]Annual Enterprise Risk Management Plan
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ID Task Name Feb Mar Apr May Jun Jul Aug Sep Oct Nov

1 Implement risk strategy

2 Risk monitoring

3 Risk communications

4 Risk responses

5

6 New Year planning cycle

7   Risk identification

8   Risk consolidation

9   Risk assessment

10   Input into capital budgeting process

11   Input into strategic planning process

12   Input into functional planning process

13   Audit plan links

14 Training

15 Enterprise Risk Mgmt Committee

16 ERM program review

17   Policy (internal)

18   Program (objectives)


Figure 5 – Enterprise Risk Management Plan
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Figure 2 – ERM Process Alignment
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Risk Monitoring – assess effectiveness, confirm expectations, reassess Risk Tolerance





Risk Response – define desired outcome, develop mitigation options, design control measures.  Then, develop plan, link to planning cycles, assign resources, institute Risk Controls, validate and report





Risk Assessment – Likelihood, Impact, effectiveness of existing controls and Risk Ratings (Risk Algorithm)





Risk Identification – Risks, stakeholders, risk context, categories and management level sponsorship, responsibility and existing controls
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Figure 1 – ERM Organizational Structure
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Note 1:  The recommended reporting structure is ERMD to CEO and - in the context of ERM:  ERMD to Audit Committee.  Alternatively, the reporting line would be ERMD to CFO and CFO to Audit Committee.





Note 2:  The orange-shaded boxes represent the close relationship between ERMD/CFO as viewed by the rating agencies.  However, an actual reporting line of ERMD to CEO respects the fact that many enterprise risks are not financial in the first instance (although they may ultimately be represented in financial trailing indicators).  A ERMD to CEO structure suggests that a forensic treatment of Risks may produce Risk Responses that are based on what has happened in the past and not necessarily what may occur in the future as a result of present observations.
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Figure 3 - The Risk Process








� For a detailed description of the Risk Algorithm, refer to the Appendix.





Version 0.1, 6/26/06
Version 0.1, 6/26/06







